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ABSTRACT

This publication is a project work containing technical information on the design and construction process of a computer-hardware intruder detector. It covers the most important fields in the Electrical Engineering which include; Electronics design and construction, Computer programming and digital communication.
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CHAPTER ONE

INTRODUCTION

A Computer Hardware Intruder detector is simply an input device to a personal computer (PC), which senses and locates the presence of a person (an intruder) in a monitored area. This research work is an advance application of a common passive infra Red (PIR) Intruder detector. It uses the conventional technique of a PIR to detect an intrusion and uses a digital communicator to send a digital signal to the personal computer. The digital signal received by the computer would trigger the execution of”intrusion monitor” software installed on it.

A Passive infra Red intruder detector consists of an emitter (or transmitter), a receiver and the signaling panel.

  The Emitter continuously transmits an infra-red rays in a straight line. The infra-red rays would be transmitted a at a particular frequency range in order for receiver to select (or capture) it out of many frequencies of beam. In order for this research work to be an excellent, the frequency of the emitter has been chosen to be low valued in order for the receiver to differentiate the expected infra-red ray from a conventional rays of light (such as touch-light, sun-rays e.t.c.).

The receiver captures all the rays of light that falls on its surface and selects only those that are within the expected frequency range. If the receiver could not at any instant receive the expected frequency, then there is a break in transmission which means an intruder has been detected. The signaling panel takes up responsibility of informing the watcher (the person in charge) about the presence of an intruder. In this research work, the signaling panel consists of a computer parallel-port interface and the computer program (software).

DESCRIPTION OF THE PROJECT


This research work is an input device through the parallel-port of a computer. The major parts of the computer-hardware intruder detector and heir functions are as follow:

Transmitter/Emitter: - The infrared transmitter circuit uses the 555-timer configured as an astable multivibrator, which is at about 2KHz permits the flow of current through the infra-red diodes. Hence, the infra-red LED emits pulses of radiation of high intensity end. 

Receiver: - The infra-red receiver can be any of photo-diode, photo-transistor or even photo-IC. As for this project photo-diode is used which captures the presence of infra-red ray at either high or low frequency.

Amplifier: -
The amplifier is a comparator-amplifier which tests the signal receive by the photo0diode against the preset value, then the signal is amplified.

Frequency Selector: - A phase-locked loop (PLL) detect the frequency of the received signal and lock on to the train of pulse that has a frequency within the range to which it is tuned. This allows the circuit to differentiate the infra-red bean from all beam of light.

Digital Communicator: - The combination of this circuit transfers the digital signal between the computer and the peripheral devices (e.g. an intruder detector). 

Software Driver: - This is a user’s friendly interface program written in visual-basic programming language. The driver monitors the Analog-to-digital converter circuit. Once there is any signal received, the driver suspends the operation of all programs running on the computer and start given a message on the computer and start give a message on the computer monitor (screen) it also an alarming sound to the computer-multimedia speaker.

RELEVANCE AND OBJECTIVE OF COMPUTER-HARDWARE INTRUDER DETECTOR.


It is the major characteristics of all intruder detectors to signal an alarm on the presence of an intruder. But there are some scenarios when the alarm generated by the intruder detector may be dangerous to the personnel at the security post. Therefore, in a case like this a silent warning message is needed to alert the security personnel. Otherwise, the presence of an intruder can be used to automate a digital Robotic detector can be found in the following area:

Military Zone: - An intruder detector installed at a distance (about 50 meters) from the military containment can be connected to the computer, which is located at the common room of the cantonment.

Any intrusion detected by the intruder detector will give a silent message on the computer screen about the presence of enemies in their vicinity. Since, this is a military zone, any personnel who see the message first will silently alert others and the enemies could be captured unaware.


In another case, the intruder detector can be connected to a Robotic machine in a war-zone. When an intrusion is detected, the program writing on the machine begins operation and the robot starts releasing bullets.

Corporate Office: - in the corporate offices such as Bank, Financial, Engineering site e.t.c, the computer-hardware intruder detector can be used to initiate the frequently used program on the computer. The computer can be automatically turned-on and start the frequently used program if the computer operation passes by the space between the transmitter and the receiver circuit installed at some distance from the computer.

SETBACKS IN THE OPERATION OF THE PROJECT.


Some setback may be encountered during the operation of the computer hardware intruder detector. Some of these set backs are as follows:

(i) If a crawling insect passes through the surface of the photo-diode, this will be interpreted as an intruder since it will cause a break in transmission. Therefore will give a false warning alert to the security personnel.

(ii) If an animal is passing by the space between the transmitter and receiver, it will also be interpreted as an intruder.

(iii) The detector cannot separate the unexpected from expected people therefore, can not identify the member (or staff). Hence, anybody passing by monitored area is always an intruder at been including the designer.

Research work are being intensified to over came these setbacks. And the remedies to these setbacks and more others are given in the installation procedure and recommendation chapter of this project write-up.

CHAPTER TWO

LITERATURE REVIEW

Detectors are the devices that are used to detect an intrusion into the protected area. There are a lot of different types of detectors, some of which are quite specialized but for domestic situations, the following their types will cover most situation. 

1. Magnetic contacts. 

2. Inertia and Vibration

3. Passive infrared. 

4. Dual technology.

Magnetic contacts 

Installation. The detector is supplied in two parts a reed switch and an operating magnet. In a typical application (say fitted to a door or window) the reed switch (fitted to the door frame) is held closed by the adjacent magnet fitted to the door).  This is known as normally closed (NC) circuit and is the normal method of wiring detectors. There are two main types of magnetic contact – flush and surface. There is a third type the user operated personal attack button.

Flush Magnetic contact. - These are designed to be fitted to wooden doors and frames. The operating magnet is fitted into the edge of the door and the reed switch into the door frame exactly opposite the operating magnet such that when the door is closed, the detector cannot see nor tampered with.

Advantage of flush magnetic contact

· Low cost

· Neat and hidden from view when fitted correctly

· Good false alarm immunity

Disadvantages

· Can be difficult to install neatly – especially on windows

· They only protect against the opening of a door or window and are useless if a panel is removed from a door or the glass taken out of a window. However, it is always good practice to fit magnetic contact to the front and rear doors of the property.

Surface magnetic Contacts: - These perform the same function as the flush magnetic contacts, but are fitted to the surface of the door and frame surface magnetic contents are available in different designs for fitting to aluminum doors, up-and-over doors and roller – shutter doors. 

Advantages of Surface Magnetic Contacts

· Low cost

· Easy fit – but can be time – consuming if wiring several in series

· Good false alarm immunity

Disadvantages

· They only protect against the opening of a door or window and are useless if a panel is removed from a door or the glass taken out of window.  However it is always good practice to fit magnetic contacts to the front and rear doors of the property.

· Unsightly wiring – especially on windows

· Can be accidentally damaged

INERTIA / VIBRATION
Inertia sensors are another very useful detectors.  The detectors are designed to detect a shock or sudden movement when say fitted to a window frame, wall, etc.   They are very reliable and have adjustable sensitivity

Advantages

· High reliability: - can be used in presence op pets.

· Good overall coverage e.g. when fitted to a window with say tow opening lights and several non-opening lights, an inertia sensor will protect all forms of attack.  Similarly when fitted to a door, however n this case it is probably wise to have a magnetic contact fitted too.

· Good false alarm immunity

Disadvantage

· Can be expensive if there are a lot of entry points

PASSIVE INFRA – RED (PIR)
PIRs are one of the most useful detectors.  They are easy and neat to fit, extremely reliable and low cost.


The working principle of the PIR detector is its ability to detect the radiated heat and signals an alarm.


PIR uses an Infrared (IR) beam to monitor door and passage – ways or any other area.  When the beam is broken, the receiver’s state is changed which can be used to sound a bell or initiate a robotic system.  Suitable for detecting the enemy entering the military Zone, detecting customers entering a shop or car coming up a drive way etc.

PIR detectors typically have a 900 coverage over 10 to 15 meters and can also be fitted with curtain and pet lenses.

Advantages of PIR

· Low cost 

· Easy to fit

· Good false alarm immunity in normal conditions 

Disadvantages

· Large pets can compromise security – even if pet lenses are fitted.

· Crawling insects can cause false alarms

· Can be subject to false alarms or poor detection efficiency in high ambient temperature e.g. conservatories

DUAL TECHNOLOGY DETECTORS
These detectors use a combination of PIR and microwave technology. The PIR is used to detect the perceived change in temperature and the Microwave to detect motion or a change in the protected space e.g. a door or window opening.  The unit will only signal an alarm if both the PIR and the Microwave detectors are tripped.  Like a PIR detector, Dual Technology detectors typically have a 90o coverage over 10 to 15 meters.

Advantages

· Easy to fit

· High false alarm immunity

Disadvantages

· Relatively expensive

PASSIVE INFRA – RED TRANSMITTER

The PIR transmitter circuit consists of a 555 timer IC and the Infrared diodes as the major components.  The 555 was configured as an Astable multivibrator.

The 555 Timer

The 555 timer is without doubt one of the most versatile chips ever produced.  Not only is it a neat mixture of analogue and digital circuitry but also its applications are limitless in the world of digital pulse generation.  The simplified internal arrangement of the 555 timer is shown below



Fig. 2.1: Simplified internal circuitry of 555 timer

The numbers in brackets refer to 555 pin connections.  Essentially, the device comprises of two operational amplifiers (Used a comparator) together with an RS bistable element.  In addition, an inverting output buffer is incorporated so that a considerable current can be searched or sunk to/from a load.  A single transistor switch, TRI is also provided as a means of rapidly discharging the external timing capacitor.   


Fig. 2.2 below shows how the standard 555 timer can be used as an astable pulse generator.  The components needed for this connection are capacitor C and resistors RI and R2.  In order to understand how the astable pulse generator works, assume that the “output” (at pin 3) is initially “high” and that the transistor is non–conducting.


[image: image8.png]



Fig 2.2 The 555 Astable configuration

The capacitor C will begin to charge with current supplied by means of the series resistors R1 and R2.


When the voltage at the ‘threshold’ input (pin 6) exceeds two-thirds (2/3) of the supply voltage, the out put of the upper comparator will change state and the bistable (RS) will be reset, making the Q output to go high, turning the transistor on is the process.  Due to the inverting action of the buffer, the final ‘output’ (pin 3) will then go low.


The capacitor C will now discharge, with current flowing through R2 into the collector of the transistor.  At a certain point, the voltage appearing at the ‘trigger’ input (pin 2) will have fallen back to one third (1/3) of the supply voltage, at which point the lower comparator will change state and return the bistable then goes low, the transistor switches off, and the final output (pin 3) goes high.  Thereafter the entire cycle is repeated indefinite.  The output wave form produced by the circuit of fig 3.2 is given below




Where:

· tr (Rise time):
is the time interval between the 10% and 90% amplitude points of the pulse

· tf (fall time):
is the time interval between the 90% and 10% amplitude points of the pulse.

· t (Pulse period):  is the time taken for one complete cycle of the pulse.  It is equal to the reciprocal of the pulse repetition frequency i.e. t = 1

             p.r.f.

The essential characteristics of this wave form are:

a. Time for which output is “high”: ton  = 0.693 (R1 + R2) C

b. Time for which output is “low”: tuff = 0.693 R2C    

c. Period of output: t = ton + toff =  0.683 (R1 + 2R2) C

d. P.r.f. of output :    p.r.f. = 1.44 

=  1

     R1 + 2R2)C
    t

e. Mark to space ratio of output: ton = R1 + R2

          R2

f. Duty cycle of output :       ton  

 = R1 + R2     x 100%

              Ton + toff

    R1 + 2R2

THE INFRA RED RECEIVER

The IR receiver circuit consists of a photo – semiconductor (i.e. a diode, Transistor or an IC) which behaves like a switch.  As for this project, a photo-diode is used.  The photo diode acts like a switch in the sense that it blocks the flow of current (i.e. open circuited) when it does not receive an infra-red ray.  In the presence of an infra-red ray, it allows the passage of current. Having receive the infra-red ray, the infra-red photo diode allows the passage of current remaining circuit of the receiver, which will process, and determine the frequency of the received ray.  The components of receiver include; Comparator (Operational amplifier), Phase Locked Loop and a flip – flop.

Comparator
It is quite common to know which of two signals is larger, or to know when a given signal exceeds a predetermined value.  For instance, usual method of generating triangle waves is to supply positive or negative currents into a capacitor, reversing the polarity of the current when the amplified reaches a preset peak value.


Another example is a digital voltmeter.  In order to convert a voltage to a number, the unknown voltage is applied to one input of a comparator, with a linear ramp (capacitor + Current Source) applied to one other.  A digital counter counts cycles of an oscillator, which the ramp is less than the unknown voltage and displays the result when equality of amplitudes is reached.  The resultant count is proportional to the input voltage.  This is called single – shape integration; in most sophisticated instruments a dual –shape integration is used.  


The simplest form of comparator is a high – gain differential amplifier, made either with transistor or with an op – amp.

Phase Locked Loop (PLL)

This is a very interesting and useful building block, available from several manufacturers as a single integrated circuit. A PLL contains a phase detector, amplifier, and Voltage-Controlled Oscillator (VCO) and represents a blend of digital and analog techniques all in one package. A few of its applications includes:

a. Tone Decoding

b. Demodulation of AM and FM signals

c. Frequency multiplication

d. Frequency synthesis

e. Pulse synchronization of signals from noisy sources (e.g. magnetic tape)

f. Regeneration of “Clean” signals.

There has traditionally been some reluctance to use PLLs, partly because of the complexity of discrete PLL circuits and partly because of a feeling that they cannot be counted on to work reliably. With inexpensive and easy-to-use PLLs now widely available, the first barrier to their acceptance has vanished. And with proper design and conservative application, the PLL is as reliable a circuit element as an op-amp or flip-flop. The fig. Below shows the classic PLL configuration.



The phase detector is a device that compares two input frequencies, generating an output that is a measure of their phase difference (if, for example, they differ in frequency, it gives a periodic output at the difference frequency). If fIN doesn’t equal to fVCO, the phase-error signal, after being filtered and amplified, causes the VCO frequency to deviate in the direction of fIN. If conditions are right, the VCO will quickly “LOCK” to fIN, maintaining a fixed phase relationship with the input signal.


At that point the filtered output of the phase detector is a dc signal and the control input to the VCO is a measure of the input frequency, with obvious applications to tone decoding (used in digital transmission over telephone line) and FM detection. The VCO output is a locally generated frequency equal to fIN, thus providing a clean replica of fIN, which may itself be noisy. Since the VCO output can be a triangle wave, sine wave, or whatever, this provides a nice method of generating a sine wave, say locked to a train of input pulses.


In  one of the most common applications of PLLs, a modulo-n counter is hooked between the VCO output and the phase detector, thus generating a multiple of the input reference frequency fIN. This is an ideal method for generating clocking pulses at a multiple of the power-line frequency for integrating A/D converters (dual-slope, charge-balancing), in order to have infinite rejection of interference at the power-line frequency and its harmonics. It also provides the basic technique of frequency synthesizers.

Flip Flop:
In a digital circuit, the output of a combinational logic circuit is determined completely by the existing state of the inputs. There is no “Memory”, no “History”, in these circuits. Digital life gets really interesting when we add devices with memory. In counting and sequential networks it is necessary to provide some form of memory element to record the state of the problem at any time. The  most commonly used device is known as the “flip flop” or bistable element, which has two stable operating, states. These correspond to the ‘0’ and ‘1’ logical levels, the output flipping from one stable state to the other upon demand. A flip-flop may therefore be defined as a device, which stores binary information in the form of  a ‘0’ or a ‘1’, and can be manipulated indefinitely in either of the states. It can also be switched from one state to the other. A flip-flop may be defined as a 1-bit memory element (or latch) having two outputs, which take up complementary states, i.e. 0 and 1, when a signal is applied to the input. The output condition would then be retained until another input signal combination causes the output state to change. This makes it possible to construct counters, arithmetic accumulators, and circuits that generally do one interesting thing after another. Some of the most widely used flip-flops  include Set-Reset (SR) flip-flop, JK flip-flop, D flip-flop and T flip-flop. The basic unit of  a sequential network is the flip – flop, a colorful name to describe a device that, in its simplest form looks as shown in the fig below


Fig:
Flip-flop

Assume that both A and B are HIGH. Since this circuit is symmetrical, therefore, the state of the output X and Y are X = LOW and Y=HIGH.


The states X, Y both LOW and  X, Y  both HIGH are not possible (remember, A=B=HIGH). So the flip-flop has two stable states (Its sometimes called a “Bistable”). Which state it is in depends on past history. It has memory! To write into the memory, just bring one of the inputs momentarily LOW. For instance, bringing A Low momentarily guarantees that the Flip-flop goes into the state; 

X = HIGH and

Y= LOW,

No matter what state it was in previously.

Digital Communicator (Interface)
Interfacing is the process of making two or more devices or system operationally compatible with each other so that they function together as required. There are different forms of interfacing between the computer and the peripherals.  Some of these interfacing techniques are explained below:

RS-232 Serial Interface:
This is the interface standard for serial transfer of data bits. This standard is commonly used for interfacing Data Terminal Equipment (DTE) with Data Communications Equipment (DCE). An example is a serial computer terminal (DTE) interfaced with a modem (DCE).

This standard specifies twenty-five lines, but in many applications only a few of the lines are used. For example, at its simplest extreme, the RS-232C interface can be implemented with only two wires: a signal and a ground. Fig. below illustrates a more common interface configuration, consisting of eight lines: Transmitted Data (TD), Received Data (RD), Request to send (RTS), clear to send (CTS), data set ready (DSR), data terminal ready (DTR), protective ground, and signal ground.




Centronics:
This is a simple byte-wide unidirectional parallel port with handshaking, originated by Centronics and now widely used for printers. The table below lists the signals, which are supposed to be sent with twisted-pairs and in a 25-pin connector.

	Pin
	Name
	Description

	1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25
	STROBE

D0

D1

D2

D3

D4

D5

D6

D7

ACK

BUSY

PE

SLCT

AUTO FEED XT

ERR

INIT

SLCT IN

GRD

“

“

“

“

“

“

“
	Data strobe

Data Address

“

“

“

“

“

“

“

Acknowledgement

Busy

Paper Empty

Select 

Automatic line feed

Error signal

Initialize

Select input

Ground

Ground

“

“

“

“

“

“


SCSI and IPI:
These are universal parallel interface standard for connecting disks and other standards for connecting disks and other high-performance peripherals to micro-computers. SCSI (“Small Computer System Interface”) is an 8-bit parallel cable interface with handshakes and protocols for handling multiple hosts and multiple peripherals. It has both asynchronous and synchronous modes, and defined software protocols.

IPI (“Intelligent Peripheral Interface”) specifies a 16-bit parallel bus operating to 10Mbyte/s (5MHz transfer rate); like SCSI, it also works with multiple hosts and peripherals. Hard-disk drives have been getting denser and faster at an amazing pace lately; given the increasing transfer rates, the world is heading rapidly toward universal embedded-bus interfaces (SCSI and IPI).

General-Purpose Interface Bus (GPIB):
The GPIB is a bus system that provides an orderly and predictable way to transfer parallel data and maintain control between various digital instruments. Other designations, such as IEEE-488 or Hewlett-Packard Interface Bus (HPIB), also refer to the GPIB. This bus system is as close to a universal standard as one can get. A common application of the GPIB is the interfacing of test and measurement instruments with a computer to create and automated test system.

Programming the Parallel Port In Visual Basic.


Visual Basic (VB) is a High Level Language and an object oriented program, which can only be used on graphical operating system (such as windows 98 e.t.c.). The VB cannot directly access the hardware on a system. All hardware requests must go through window. Because of this, the closet we can get to manipulate the parallel port is with the printer object. While this is fine and good when we want to actually print something, it is useless when we want direct hardware control.


In order to control the port directly, we must use something external to our program. It just so happens that there is a great dynamic link library (DLL) file that does exactly what we want. The DLL file is a free product from a company called “soft Circuits”. The DLL files are released in 2 forms i.e.

1. VBASM. DLL for 16Bit operating system such as MS-DOS 6-22(or machines)

2. WIN95I0.DLL for 32Bit operating system such as window 95, 98 and Windows Me.

For normal operation, the DLL file itself must be in the “window/system” directory in any machine.       

CHAPTER THREE

ANALYSIS OF INTRUDER DETECTOR (AS A COMPUTER HARDWARE)

The detector is based on the principle of having a transmitter to produce a beam of radiation and a receiver to detect it. If an intruder comes between the transmitter and receiver, the beam is broken and the alert message is revealed on the Computer. The beam of infra-red radiation is used, which is invisible to the eye. This makes it impossible for the intruder to notice the beam and avoid breaking it. With some other systems like this, it is possible for the intruder to saturate the detector by shining a bright light at it while stepping through the beam. This cannot be done with this receiver, as it is tuned to accept only a pulsed beam of fixed frequency. Indeed, if the intruder flashes a torch around the room and accidentally shines it in the ‘eye’ of the receiver, this alone may be sufficient to trigger the alarm.

TRANSMITTER CIRCUIT



Fig 3.0: Transmitter Circuit

The transmitter circuit consists of an Astable multivibrator (555 timer), an Inverter (Transistor), a switch (FET) and the Infra-red LED. 

555 Timer



Fig above shows how 555 IC can be connected as an astable multivibrator. When the circuit is first switched on C3 charges towards Vcc volts with a time constant of C3(R3 + R2). When the capacitor voltage reaches 2/3Vcc volts, the pin 7 goes low. C3 then starts to discharge towards 0V into pin 7, with time constant C3R3. When the capacitor voltage has fallen to Vcc/3, it charges via resistors R2 and R3 towards Vcc to repeat the sequence. Thus C3 alternately charges towards Vcc with time constant C3(R2 + R3) and discharges towards 0V with time constant C3R3. Therefore,


2/3Vcc = Vcc – (Vcc – Vcc /3) e –t1/C3 (R3 + R2)


= Vcc (1 – 2/3 e –t1/C3 (R3 + R2))


2/3
= 1 – 2/3 e –t1/C3 (R3 + R2)

1/3 
= e –t1/C3 (R3 + R2)

t1 
= 0.69C3(R2 + R3)

The periodic time T of  the output waveform is


T 
= t1 + t2 
= 069C3(R2 + 2R3)

Hence the frequency of the output waveform is

f  
= 1/T 
=
1

        



   069C3(R2 + 2R3)


   

If R3 >>R2, then f 
= 
1





    1.4C3R3
and the output waveform is very nearly square

The 555 astable multivibrator has three particular advantages over most other types:

a. A wide frequency range can be covered with a single variable resistor control

b. It can provide a large output current of up to 200mA

c. It can easily be modulated by applying a modulating signal to pin 5.

Bi-Polar Junction Transistors


Basically, it consists of two back-to-back junctions manufacture in single piece of a semiconductor crystal. These two junctions give rise to three regions called emitter, base  and collector. As shown in fig below:


A junction transistor is simply a sandwich of one type of semiconductor material between two layers of the other type. Fig A shows a layer of N-type material sandwiched between two layers of P-type material. It is described as a PNP transistor. Fig b shows an NPN transistor consisting of P-type material sandwiched between two layers of N-type material.


The emitter, base and collector are provided with terminals, which are labelled as E, B, and C. The two junctions are: Emitter-base (E/B) junction and Collector-base (C/B) junction.


The symbols employed for PNP and NPN transistors are also shown in the fig. The arrowhead is always at the emitter and in each case, its direction indicates the convectional direction of current flow. For a PNP transistor, arrowhead points from emitter and for NPN transistor, it points from base to emitter meaning that base (and collector as well) is positive with respect to the emitter.

1. Emitter
It is more heavily doped than any of the other region because its main function is to supply majority charge carriers (either electrons or holes) to the base.

2. Base
It forms the middle section of the transistor. It is very thin (10-6m) as compared to either the emitter or collector and is very lightly-doped.

3. Collector
Its main function (as indicated by its name) is to collect the majority charge carriers coming from the emitter and passing through the base.


In most transistors, collector region is made physically larger than the emitter region because it has to dissipate much greater power. Because of this difference, there is no possibility of inverting the transistor i.e. making its collector the emitter and its emitter the collector.

Transistor as Inverter( NOT gate)

A logic gate is an electronic circuit, which makes logic decisions. I has one output and one or more inputs. The output signal appears only for certain combinations of input signals. Logic gates are the basic building blocks from which most of the digital systems are built up.


The NOT gate is also called an Inverter because it inverts the input signal. It has one input and one output as shown


All it does is to invert ( or complement) the input as seen from it truth table of fig b.

The schematic symbol for inversion is a small circle as shown in fig a. The logical symbol for inversion or negation or complementation is a bar over the function to indicate the opposite state.

The transistor equivalent circuit of a NOT gate is shown,

When +5v is applied to A, the transistor will be fully turned ON, drawing maximum collector current. Hence, whole of Vcc = 5v will drop across R thereby sending F to 0v. With 0v applied at A, the transistor will be cut OFF and the output F, therefore, will go to Vcc i.e. +5v. Obviously, in each case, output is the opposite of input.

ENHANCEMENT MODE MOSFET(N-channel)

An enhancement-only MOSFET operates only in the enhancement mode and has no depletion mode. It works with large positive voltages only.

The N-channel MOSFET (also called NMOS) finds wide application in digital circuitry. As shown in fig a. below in the NMOS, the P-type substrate extends all the way to the metal-oxide layer.




Fig a

Structurally, there exists no channel between the source and drain. Hence, an NMOS can never operate with a negative gate voltage because it will induce positive charge in the space between the drain and source, which will not allow the passage of electrons between the two. Hence, it operates with positive gate voltage only.


The normal biasing polarities of this E-only MOSFET is shown in fig b below. With VGS = 0, ID is non-existent even when some positive VDD is applied. 


[image: image2]
It is found that for getting significant amount of drain current, we have to apply sufficiently high positive gate voltage. This voltage is found to produce a thin layer of free electrons very close to the metal-oxide film, which stretches all the way from source to drain. The thin layer of P-substrate touching the metal-oxide film that provides channel for electrons (and hence acts like N-type material) is a called N-type inversion layer or virtual N-channel [fig b.].


The minimum gate-source voltage which produces this N-type inversion layer and hence drain current is called threshold voltage VGS(th) as shown in fig c 3 below.


[image: image3] Fig c

When VGS < VGS(th), ID = 0. Drain current starts only when VGS > VGS(th) . For a given VDS,  as VGS  is increased, virtual channel deepens and ID increases. The value of ID is given by ID =K (VGS = VGS(th)) 2 where K is a constant which depends on the particular MOSFET. Its value can be determined from the data sheet by taking specified value of ID called ID(ON) at the given value of VGS  and then substituting the values in the above equation. Fig. C (1) shows the schematic symbol for an E-only N-channel MOSFET whereas fig c (3) shows its typical drain characteristics. As usual, arrow on the substrate points to the N-type material and the vertical line (representing-channel) is broken as a reminder of the normally-OFF condition.

Differentiating the above-given drain current equation with respect to VGS , we get

dID  =

g
=
2K(VGS - VGS(th),)

dVGS,
Transfer characteristic of MOSFET is shown in fig c (3). ID flows only when VGS exceeds threshold voltage VGS(th)..
INFRA-RED LIGHT EMITTING DIODE

As the name indicates, it is a forward-biased P-N junction, which emits invisible infra red radiation when energised. Charge carrier recombination takes place when electrons from the N-side cross the junction and recombine with the holes on the P-side.


The electrons are in the higher conduction band on the N-side whereas holes are in the lower valence band on the P-side. During recombination, some of this energy difference is given up in the form of heat and light (i.e. photons).For Silicon (Si) and Germanium (Ge) junctions, greater percentage of this energy is given up in the form of heat so that the amount emitted as light is insignificant. But in the case of other semiconductor materials like gallium arsenide (GaAs), a greater percentage of energy released during recombination is given out in the form of invisible infra red light. The schematic diagram of an infra red LED is shown below:


The LED emits no light when reveres biased. In fact, operating LEDs in reverse direction will quickly destroy them.

In the construction of an infra red LED, an N-type layer is grown on a substrate and a P-type layer is deposited on it by diffusion. Since carrier recombination takes place in the P-layer, it is kept upper most as shown below:


The metal anode connections are made at the outer edges of the P-layer so as to allow more central surface area for the light to escape. LEDs are manufactured with domed lenses in order to lessen the re-absorption problem.

A metal (gold) film is applied to the bottom of the substrate for reflecting as much light as possible to the surface of the device also to provide cathode connection. LEDs are always enclosed in order to protect their delicate wires. Being made of semiconductor material, it is rugged and has a life of more than 10,000 hours.

The Volt-ampere (V/I) characteristic for the P-N junction diode is also called Static Characteristic. The static characteristics describe the  d.c. behaviour of the diode, which includes the forward and reverse characteristics. The fig below shows the characterizes


Fig: Static Characteristics

These characteristics can be described by the analytical equation called Boltzmann diode equation given below

I = Io (eeV/nkT – 1) ampere

Where

Io = diode reverse saturation current

V = voltage across junction- positive for forward bias and negative for reverse bias.

K = Boltzmann constant = 1.38 x 10-23 J/oK

n = semiconductor constant

Diode Parameters

1. Bulk resistance (rB)  is the sum of the resistance values of the P- and N-type semiconductor materials of which the diode is made of.

rB = rp + rN
 
  = (VF – VB)/IF
2. Junction resistance (rj): Its value for forward-biased junction depends on the magnitude of forward dc current.

3. Dynamic or ac resistance:

rac or rd  = rB + rj
4. Forward Voltage drop = 
Power dissipation




forward dc current

5. Reverse Current Io: Is  the current that flows when the P-N junction is reverse biased.

6. Reverse dc resistance RR = Reverse voltage





      Reverse current

RECEIVER CIRCUIT FOR INTRUDER DETECTOR

[image: image4]
Fig : Receiver circuit

The receiver circuit comprises of the Photo diode, Amplifier, Phase Locked Loop and a Flip – flop.

P- N JUNCTION PHOTODIODE

It is a two terminal junction device, which is operated by first reverse-biasing the junction and then illuminating it. A reverse-biased P-N junction has a small amount of reverse saturation current Is or (Io) due to thermally generated electron-hole pairs. In silicon, Is is the range of nanoamperes. The number of these minority carriers depends on the junction. When the diode is in glass package, light can reach the junction and thus change the reverse current.

The basic arrangement, construction and symbols of a photodiode are shown in Fig below:

As seen, a lens has been used in the cap of the unit to focus maximum light on the reverse-biased junction. The active diameter of these devices is about 2.5mm but they are mounted in standard TO-5 packages with a window to allow maximum incident light.

The characteristics fig shown below

For a given reverse voltage, I(  increases with increase in the level of illumination. The dark current refers to the current that flows when no light is incident. By changing  the illumination level, reverse current can be changed. In the way, reverse resistance of the diode can be changed by a factor of nearly 20.

A photodiode can turn its current ON and OFF in nanoseconds. Hence, it is one of the fastest  photo detectors. It is used where it is required to switch light ON and OFF at a maximum rate.

Apart from its application in this project as an invisible light detector, it can also be used for the following purposes:

1. Demodulation

2. Switching

3. Logic circuit that requires stability and high speed

4. Character recognition

5. Optical communication equipment

6. Encoder etc.

OPERATIONAL AMPLIFIER (OP-AMP)

Op-amp is a very high-gain, high-rin directly-coupled negative-feedback amplifier, which can amplify signals having frequency ranging from 0Hz to a little beyond 1MHz. They are made with different internal configurations in linear ICs. An Op-amp is so named because it was originally designed to perform mathematical operations like summation, subtraction, multiplication, differentiation, integration and logical compare etc in analog computers. Present day usage is much wider in scope but the popular name Op-amp continues.

Although an Op-amp is a complete amplifier, it is so design that external components (resistors, capacitors etc.) can be connected to its terminals to change its external characteristics. Hence, it is relatively easy to tailor this amplifier to fit a particular application and it is, in fact, due to this versatility that Op-amps have become so popular in industry. An Op-amp IC may contain to dozen transistors, a dozen resistors and one or two capacitors.

The Op-amp used in this project performs a compare operation.

Op-Amp as a Comparator

A comparator is a circuit, which compares two signals or voltage levels. The circuit is show below and is the simplest of the function of Op-amp because it needs no additional external components.


If V1 and V2 are equal, then Vo should ideally be zero. Even if V1 differs from V2 by a very small amount, Vo is large because of amplifier’s high gain. Hence, circuit of the comparator shown can detect very small level changes which is another way of saying that it compares two signals.

Typical uses of Op-amp are:

Scale Changing

Analog computer operation

Instrumentation and control

Phase-shift and oscillator circuits.

PHASE LOCKED LOOP (PLL)
COMPONENTS

A Phase-Locked Loop (PLL) operation depends on two major component elements, which are Phase detector and Voltage-Controlled Oscillator (VCO).

 
[image: image5]
Phase Detector

There are actually two basic types of, sometimes referred to as type I and type II. The type I phase detector is designed to be driven by analog signals or digital signal square-wave signals, whereas the type II phase detector is driven by digital transitions (edges). They are typified by the 556 (linear, type I) and the CMOS 4046, which contains both.

The simplest phase detector is the type I (digital), which is simply an exclusive-OR gate (fig a).

Fig B: Exclusive-OR-gate phase detector

With low-pass filtering, the graph of the output voltage versus phase difference is as shown, for input square waves of 50% duty cycle. The type I (linear) phase detector has similar output-voltage-versus-phase characteristics, although its internal circuitry is actually a “four-quadrant multiplier,” also known as a “balanced mixer”. Highly linear phase detectors of this type are essential for lock-in detection.
The type II phase detector is sensitive only to the relative timing of edges between the signal and VCO input.

The phase comparator circuitry generates either lead or lag output pulses, depending on whether the transitions of the VCO output occur before or after the transmissions of the reference signal, respectively. The width of these pulses is equal to the time between the respective edges. The output circuitry then either sinks or sources current (respectively) during those pulses and is otherwise open-circuited, generating an average output-voltage-versus-phase difference like that of  fig below


[image: image6]
This is completely independent of the duty cycle of the input signals, unlike the situation with the type I phase comparator. Another nice feature of this phase detector is the fact that the output pulses disappear entirely when the two signals are in lock. This means that there is no “ripple” present at the output to generate periodic phase modulation in the loop, as there is with the type I phase detector.

	Properties
	Type I Ex-OR
	Type II edge triggered

	Input duty cycle
	50% optimum
	Irrelevant

	Lock on Harmonic?
	Yes
	No

	Rejection of noise
	Good
	Poor

	Residual ripple at 2fIN
	High
	Low

	Lock rage (L)
	Full VCO range
	Full VCO range

	Capture range
	fL(f<1)
	L

	Output freq. When out of lock
	fcenter
	Fmin


There is one additional point of difference between the two kinds of phase detectors. The type I detector is always generating an output wave, which must then be filtered by the loop filter. Thus in a PLL with type I phase detector, smoothing this full-swing logic-output signal. There will always be residual ripple, and consequent periodic phase variations, in such a loop. In circuits where PLLs are used for frequency multiplication or synthesis, this adds “phase-modulation sidebands” to the output signal.

By contrast, the type II phase detector generates output pulses only when there is a phase error between the reference and VCO signal. Since the phase detector output otherwise looks like an open circuit, the loop filter capacitor then acts as a voltage-storage device, holding the voltage that gives the right VCO frequency. If the reference signal moves away in frequency, the phase detector generates a train of short pulses, charging (or discharging) the capacitor to the new voltage needed to put the VCO back into lock.

Voltage-Control Oscillator (VCO): An essential component of a phase-locked loop is an oscillator whose frequency can be controlled by the phase detector output. Some PLL ICs include a VCO (e.g. the linear 565 and the CMOS 4046). Then there are separate VCO chips, which includes LM331, AD537 and 566 etc. An interesting class of VCOs is composed of the sine-wave-output types, since they let you generate a clean sine wave locked to some horrendous input waveform. There is another class of VCOs, namely “Voltage-to-frequency converters”  (V/F), which are generally designed to optimize linearity; they tend to have a modest maximum frequency (1MHz or less), and logic-level pulses as output.

A VCO for use in PLL doesn’t have to be particularly linear in its frequency-versus-control-voltage characteristics, but if it is highly non-linear, loop gain will vary according to the signal frequency, requiring better loop stability.

PLL Design

The phase detector gives an error signal related to the phase difference between the signal and reference inputs. The VCO allows the control of its frequency with a voltage input.

In a PLL there is an integration; we measure the phase, but adjust frequency, and phase is the integral of frequency. This introduces a 90o phase shift in the loop.

This integrator include within the feedback loop has important consequences, since an additional 90o of lagging phase shift at a frequency where the loop gain is unity can produce oscillations. A simple solution is to avoid any further lagging components within the loop, at least at frequencies where the loop gain is close to unity. After all, op-amps have a 90o lagging phase shift over most of their frequency range, and they work quite nicely. This is one approach, and it produces what is known as a “first – order loop”. It looks just like the PLL block diagram shown earlier, with the low-pass filter omitted.

Although they are useful in many circumstances, first-order loops don’t have the desirable property of acting as a “fly-wheel,” allowing the VCO to smooth out noise or fluctuations in the input signal. Furthermore, a first-order loop will not maintain a fixed phase relationship between the reference and VCO signals, since the phase detector output drives the VCO directly. A “second-order loop” has additional low-pas filtering within the feedback loop (as drawn earlier), carefully designed to prevent instabilities. This provides flywheel action and also reduces the “capture range” and also increases the capture time. Furthermore, with typeII phase detectors, a second-order loop guarantees phase lock with zero phase difference between reference and VCO. Second- order loops are used almost universally, since the applications of PLLs usually demand an output frequency with low phase noise and some “memory,” or flywheel action. Second-order permits high loop gain at low frequencies, resulting in high stability (in analogy with the virtues of high loop gain in feedback amplifiers).

PLL Loop gain calculations


Fig : loop gain calculation

Considering each components in the fig above 

	Components
	Function
	Gain
	Gain calculation (VDD = +10v)

	Phase detector
	Vi = Kp ((
	Kp
	0 to VDD (0o to 360o

	Low-pass filter
	V2 = KF V1
	KF
	KF =  1 + jwR4C2             

        1+ jw(R3C2 + R4C2)

	VCO
	d(out = KVCOV2
 dt
	KVCO
	20kHz (V2 = 0) to 200kHz (V2 = 10V) (  KVCO=18kHz/volt

	Divide-by-n
	(comp = 1 (out

                n
	Kdiv
	Kdiv =1 = 1  

           n    1024  


The loop gain is therefore given by:

Loop gain =  KpKF KVCO Kdiv


       Jw


= 1.59 x   
1 +  jwR4C2

x 
1.13 x 105
x
1



     I + jw(R3C2 + R4C2)           
   jw 
                 1024

FLIP FLOP

The block diagram showing the general principle of a flip-flop is illustrated below:



The input signals are combined in the input logic network to give one (or more) output(s) to the flip-flop. There may also be another input to the flip-flop, known as the clock pulse. The ‘Clock’ signal is sometimes required to ensure that the operation of the flip-flop occurs at a particular time. The output form the flip-flop is Q and the complement, Ô, is generally available. Where a clock pulse is not used the network is said to be asynchronous, since the input to the flip-flop is dependent on the state of previous flip-flops. Thus, in fig b, the state of the third flip-flop FF# is dependent on changes that have propagated through FF1 and FF2. For this reason these networks are sometimes known as ripple-through networks. Whilst this is the simplest form of counting network, errors can occur in reading the total count at any one time. A number of instances of this can be seen in table below for three flip-flops counting in pure binary.

	FF3   FF2        FF1

22       21          20
	Equivalent decimal count

	0         0              0

0         0              1

0         0              0

0         1              0

0         1              1

0         1              0

0         0              0

1         0              0

1         0              1

1         0              0

1         1              0
	0

1

0*

2

3

2*

0*

4

5

4*

6


Table: State of a pure binary counter.

The states marked with asterik (*) are transient states otherwise the condition is stable. Initially all outputs are zero in the table above. When the first pulse arrives it is recorded by FF1 and the network moves to its second stable state. When the second pulse arrives it resets FF1 to zero before setting FF2 to 1. This gives a transient count of 000 between the 001 and 010 states; if the states of the flip-flops are ‘read’ during the transient count, an erroneous result is recorded. Similarly, in the transition from 3 to 4 the input pulse has to ‘ripple-through’ all the flip-flops, giving transient counts of 2 and 0 in the process. The position becomes worse as the number of cascaded flip-flop increases.

Counting networks can be designed to overcome this difficulty, by arranging that all flip-flops change state simultaneously on the application of a common clock pulse, shown  in fig. b above. This is known as synchronous operation.

Set-Reset (SR) Flip-flop

The SR flip-flop may be constructed from NOR gates, as shown in fig. a below. The outputs Q and Ô must be complementary and since each output is cross-connected back to form an input then these two inputs must always be complementary.

Consider the case when  Q =1, and Ô = 0 when the inputs S=R=0. Since the gates NOR gates then if either of the two inputs to a gate is logic 1 the output must be logic 0. If both inputs are logic 0 output is logic. Thus for S = R = 0, the output values for Q and Ô remain the same, since with Q = 0. Similarly, with  Ô  = , R = 0 as the two inputs to the other NOR gate, the output conditions have been realized (Qn+1) as they were prior to those input conditions being applied (Qn). The output are said to be inhibited. The same condition apply if Q = 0, Ô = 1 and S =R = 0 was applied.

If R stays at 0 buts S goes to 1, when Q = 0, Ô  = 1, then Q changes to 1 since the S input signal at logic 1 must change Q to and the feedback signal, together with R = 0, produce Qn+1 is always applies after the S = 1, R = 0 condition is established at the input. Under the conditions the Q output is said to be ‘set’.

If now S goes to 0 but R goes to 1, then it follows that whatever, the initial values of Q and Ô, the value of Qn+1 is always 0. This known as the Reset (or Clear)condition.

If S and R go to logic 1 simultaneously, then both out puts  try to fall to logic 0 and it is impossible to predict which output will in fact take up the 0 condition and which will rise to the 1 state. This condition is thus indeterminate. The truth Table for the SR-flip-flop is shown in fig b.

Fig a: SR flip-flop circuit using NOR gate

	      S     R
	Q

	0 0

0 1

1 0

1      1
	Qn

0

1

indeterminate




fig b : Truth table.

The SR flip-flop may also be produced using NAND gate as shown in fig c. Inverters are required for the NAND version as shown. The logic level 1, all other input conditions giving a logic 1 output (Q) is 1. Thus S = R = 0 with Q 0, Ô = 1, both inputs to the top NAND gates are 1 and the output complementary, since Q = 0, and hence the output (Q) is 1. thus S = R = ) gives the inhibit condition just as for the NOR gate circuits. Inspection will show that the truth table of fig b above also apples to the NAND circuit of fig c. The Inverters may also be NAND gates since a single input NAND gate performs the invert function. The SR flip-flop symbol is shown in fig d below:


Fig c SR flip-flop circuit dig. Using NAND gate  

fig d: Device symbol

A control signal or clock pulse may control the SR flip-flop so that the S and R signals can be clocked into the flip-flop at pre-determined time.  Fig e below shows a possible arrangement. For the NAND circuit of fig c no extra gate are necessary to produce the clocked version since the inverter in that circuit can be used. Fig f shows a cocked SR flip-flop symbol.



Fig e: Clocked SR flip-flop circuit dig.


Fig f: device symbol

Hence the combination of S and R inputs will determined the output state in both types of circuit but the clock in the second type of circuit will determine when the changes occur. In both types of circuits, indeterminacy will occur if S = R =  and this input should be avoided.

DIGITAL COMMUNICATOR AND THE DRIVER SOFTWARE

PARALLEL COMMUNICATION (CENTRONICS)

This is a simple byte-wide unidirectional parallel port with handshaking, originated by Centronics and now widely used for printers. The list below reveals the signals that are supposed to be sent with be sent with twisted-pairs and terminated in a 25-pin connector.

	Pin
	Name
	Description

	1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25
	STROBE

D0

D1

D2

D3

D4

D5

D6

D7

ACK

BUSY

PE

SLCT

AUTO FEED XT

ERR

INIT

SLCT IN

GRD

“

“

“

“

“

“

“
	Data strobe

Data Address

“

“

“

“

“

“

“

Acknowledgement

Busy

Paper Empty

Select 

Automatic line feed

Error signal

Initialize

Select input

Ground

Ground

“

“

“

“

“

“


The basic signals are listed in the first group: D0-D7, STROBE, ACK and BUSY. BUSY is a flag: When LOW, the peripheral (Intruder Detector) is not busy, i.e., it is ready to accept data; the data source (Computer) therefore asserts DATA, then a STROBE (with data guaranteed valid on both sides). BUSY then goes HIGH, and it comes LOW again only when the peripheral is ready for another byte. The computer should look at BUSY, as shown, in order to know when it can send another byte. ACK (which is a pulse, not a level) can be used to trigger an interrupt. There are several other signals, to indicate that the peripheral (Printer) is out of paper (PE) or off-line (ERR or BUSY). The computer can initialize the peripheral (INIT), ask for automatic line feed (AUTO FEED XT), or send a byte to deselect the peripheral (set SLCT IN HIGH, then send an ASCII DC3).

The fig. below shows the DB25 with pin assignment for a Centronics.




Computer Input/Output Control Techniques

There are three basic methods of controlling Input/output operations of a computer. The simplest method, and that which is perhaps the most obvious, to allow the CPU to control all Input / Output  operations using its control program. This method, known as “PROGRAMMED I/O” or “Polled I/O”, ensures that the CPU has full control of the situation, but it is particular inflexible. Essentially, the CPU periodically asks (Polls) each peripheral device (via its respective I/O device) whether it requires service. If a service request is detected the CPU will then execute the necessary service routine.

Once a service request has been honoured, any request for service generated by other peripheral devices will be ignored; they will simply have to wait until the CPU becomes available to process their request for service!

An arguably better method, but slightly more complex, is that of allowing peripheral devices to interrupt the normal CPU operation. It is called “Interrupt I/O Control” In such a case, and depending upon the state of its interrupt flag, the CPU will have to suspend its current operation (preserving any important parameters as well as the return address on the stack) before executing the required service routine. The interrupts may be “priotised” in hardware so that the most important peripheral device is attended to first.

A third, and much more complex solution is that of giving external devices full access to the memory space of the system without involving CPU in any of the data transfers. This is known as “Direct Memory Access” (DMA) and is a very powerful technique. It has the advantage that data can be transferred at an exceptionally fast rate ( since CPU intervention is not required) and is the means by which, for example, data is transferred to and from a hard disk drive.

THE DRIVER SOFTWARE (VISUAL BASIC)

Using a Dynamic Link Library (DLL) file called WIN95IO.DLL, communicating with the digital communicator connected to the parallel port of the computer is made easy. It should be noted that the WIN95IO.DLL must be resided  in the “Windows\System” directory of the machine in which the intruder detector will be connected. In other to  achieve this aim without stressing the user, an installation software is designed for this project. In other to have better understanding of this programming aspect, I will like to explain the operations of the DLL file.

Before we can use any of the functions contained within the DLL, we must declare them. These declarations are to be placed in any module in the program in the General_Declarations section. 

Declare Sub vbOut Lib "WIN95IO.DLL" (ByVal nPort As Integer, ByVal nData As Integer)

Declare Sub vbOutw Lib "WIN95IO.DLL" (ByVal nPort As Integer, ByVal nData As Integer)

Declare Function vbInp Lib "WIN95IO.DLL" (ByVal nPort As Integer) As Integer

Declare Function vbInpw Lib "WIN95IO.DLL" (ByVal nPort As Integer) As Integer

Once we declare the functions, we will have two new commands available. These are vbInp and vbOut. vbOut is a statement and is used to send a bit to a port, like the following: 


vbOut [port],[number] 
The two parameters required are the port address and the value we want to set it to. The address can be decimal or hex, as can the value. Because there are only 8 data lines, we can only send a maximum of 255 to the port (255 is decimal for binary 11111111). The illustration below is sending a few different bit patterns to the data lines. 


'set port to 00000000 
vbOut 888, 0 
'set port to 10000000 
vbOut 888, 1 
'set port to 01000000 
vbOut 888, 2 
'set port to 00100000 
vbOut 888, 4 
'set port to 00010000 
vbOut 888, 8 
Of course, we can also turn on more than one bit: 


'set port to 10110000 
vbOut 888, 11 
Note that when we send a bit pattern to the port everything that was there previously is cleared. This is a convenience and also a annoyance. For example, what if we want bit 2 to always stay at 1, but want to turn bit 5 on and off in sequence? Every time we set bit 5, bit 2 is turned off, and vice versa. We will discuss how to get around this when we get to the vbInp function. 

The control lines are just as easy to control, but there are a few differences. First, the address of the port is 890. Second is that there are only 4 outputs, so the highest decimal representation of the binary bit pattern you will be using is 15 (binary 1111). 

Outputting information is easy, and inputting is just as easy. If you actually want to get information into the computer, you will be using the 5 status lines. Reading the bit pattern of a port is done using the vbInp function. This function is used in the following way: 

[variable]=vbInp([port]) 
So if we wanted to get the current status of the status lines (port 889) we would use: 

PNum=vbInp(889) 
PNum would then contain the decimal representation of the binary bit pattern present at the 5 status lines. If you try this and get 31 (11111) with nothing connected to the port don't be surprised. When there is nothing connected to the input of a TTL logic chip, a high input is usually assumed. 

Not only can we perform inputs on ports actually designed for inputting, but we can also use vbInp to read the status of an output port. For example: 


PNum=vbInp(888) 
The above would set PNum to the current value of the data lines (port 888). We can prove this by doing the following: 


vbOut 888, 56 
PNum=vbInp(888) 
MsgBox PNum 
CHAPTER FOUR

CONSTRUCTION AND INSTALLATION

Transmitter Circuit

Fig. 4.1: Transmitter Circuit
The transmitter circuit fig 4.1 is based on an astable multivibrator running at about 2kHz.

The period for which the output is high is about 480us, but the period for which it is low is only 8us. The waveform of the astable is inverted by the transistor TR1, so the Field-Effect Transistor TR2 is switched on for 8us in every 480us. In other words, its duty cycle is 1.7%. When TR2 is switched on, a large current flows through the infra-red diodes D1 and D2. The current is about 1.5A through each diode but, since they are on for only 1.7% of the time, the average current through each diode is only about 25mA. This means that the LEDs emit pulses of radiation of high intensity while requiring only a low average current. The low average current is not sufficient to burn out the LEDs. The high intensity gives a good working range to the device, without requiring high amplification at the receiver.

Transmitter circuit is built on a small piece of strip board and laid out compactly so that it can be housed in a small and inconspicuous case. The capacitor is soldered in last of all, above the other components, with its positive lead connected to the +9volt and its negative lead to the 0volt.  It was noted that the circuit uses 9V power supply. It also works on 6V too, but with reduced range. The working of astabale connection of the 555 timer was checked by connecting a crystal earphone in series with a 100n capacitor between pin 3 of the 555 and the 0V rail. A high-pitched continuous note is heard. In order to test the completed circuit, the milliammeter was connected in series with the power supply. The circuit takes about 50-60mA. It was observed that if only a small current is flowing, it was due to the wrong connection of the infra-red diodes. 

A battery could be used for power but, since the transmitter is likely to be switched on for periods of many hours, it is more economical to design a mains adaptor (‘battery eliminator’).

Receiver Circuit


The receiver fig 4.2 has only one stage of amplification, the operational amplifier IC2. This is wired as a comparator. The (-) input comes from the positive end of R6. The infra-red photodiode D2 is reverse biased, and the amount of leakage current through it depends on the amount of infra-red it is receiving. As the leakage current varies so does the voltage across R6. The (-) input therefore is fairly close to 0V, rising when a brief pulse of infra-red arrives. The voltage at the (+) input of the amplifier is set by VR1, to lie between the lower and upper voltage levels of the (-) input. There is no feedback resistor on the amplifier so its output swing sharply from high (6V) to low (0V) and back at each infra-red pulse.

The next stage is a Phase-Locked Loop (PLL), the circuit of which is contained in IC3. The function of the PLL is to detect and lock on to an incoming train of pulses that has a frequency within the range to which it is tuned. The PLL is tuned (by means of C3, R9 and R10) to respond to a frequency lying between 1kHz and 3kHz. The frequency of the transmitter is exactly in the middle of this range, a logic high output appears at pin 10. Otherwise a logic low appears. Thus, as long as the beam is not interrupted, output from pin 10 is high. Interruption of the beam, or saturation of D3 with a strong continuous source of infra-red, makes output go low.

A low output from the PLL is detected by the Flip-flop consisting of two cross-coupled gates of IC4. Two further gates are used as buffer to drive an LED and a transistor respectively. Normally the inputs to the flip-flop (pins 2 and 13) are high. Pin 13 is held high by R12 but pressing S1 causes a brief low input which resets the flip-flop. In this state its output at pin 3 is low. This is inverted by the buffer gate, so the output at pin 6 is high and the LOED (D4) is on. This indicates that the device is in readiness. The output at pin 11 is always the opposite to that at pin3. When reset, it is high, giving a low output at pin 8, so that TR3 is off.

When the beam is interrupted, the low input from the PLL causes the flip-flop to change state. It becomes set; pin 3 goes high, pin 6 goes low and the LED is extinguished. At the same time, pin 11 goes low, pin 8 goes high and TR3 is turned on. Current flows through the digital communication circuit.

The circuit is also set out very compactly to minimize the size of the case required for it. The infra-red diode is reverse-biased so its cathode is wired to the positive rail. The diode is oriented to receive radiation from the transmitter. There is no cut in the strip-joining pin 3 to pin 12 of IC4. When power is applied, the voltage at the (-) input of IC2 is less than 1V. VR1 is turned so that the voltage at its wiper is about 1.5V. the output at pin 6 of IC2 is 5V or more. The PLL is tested by placing the transmitter close to the receiver with D1 and D2 directed at D3. Temporarily wiring the terminal pin at L17 to the 0V rail. The effect of this is that D4 indicates the output of IC3. Applying power to both circuits, and D4 lights. Placing the hand to break the beam and D4 goes out. Trying moving  the circuits further apart; there was a need to re-adjust VR1 to obtain the correct action. Beyond 20-30cm the receiver ceases to function.

The receiver is best powered by a 6V mains adaptor though, as it takes only 17.5mA (or only 7.5mA if D4 is omitted) it is feasible to use a 6 v battery.

Waveforms
After the final construction of this project, the waveform was monitored at different stages: 

At the output of the multivibrator, the waveform is as shown in fig (i).






Fig (i) is the input to the npn transistor (inverter) while fig (ii) its the output. This waveform (fig. (iii) is transmitted by the infra-red diodes to the receiver.

Calculations

Astable Mutivibrator

Ton = 0.693 (R1 + R2)C1

Where

R1 = 6800ohms, R2 = 120ohms, C1 = 100nF

ton 
= 0.693 (6800 + 120) x 100 x  10-9
ton 
= 4795.56 x  10-9
ton 
= 479.55us

toff 
= 0.693R2C1

       
= 0.693 x 120 x 100 x  10-9

= 83.16 x  10-7

= 8.316us

period t,

t
= ton + toff


= 479.55us + 8.316us


= 487.872us
p.r.f 

prf
=
 1.44

= 1


  (R1 + 2R2)C1
   t


= 
1
  


    0.000487872


=  2049.717Hz

= 2.049kHz
Frequency of the transmitted beam (infra-red) is 2kHz (approx.)

Duty Cycle,

Duty cycle
= 
ton
 x   100



       ton + toff



=
479.556
x 100



    479.55  +  8.316



=  98.295%
The duty cycle of the astable multivibrator 98.295%. In other words, the duty cycle of the transmitter is 


=
100 – 98.295%


= 
1.705%
Infra-Red Diode

Diode current
= 1.5A

Since duty cycle 
=1.7%

Current through diode becomes


= 1.5
x
1.7



           100


= 0.025575A


= 25mA
Digital Communicator Circuit


Four of the data address (D0-D3) from the computer interface are connected to the pins 2 to 5 of the 74F245N (bi-directional tri-state buffer). These are the input to the digital communicator, through which a reset signal is received from the computer and transmitted to the receiver circuit via pin 18. The 74F245N has 4 output (pins 15 –18), out of which only one is used to reset the flip-flop.

The status ports of computer interface are connected to the flip-flop (from the receiver) through 220ohms resistors. The resistors (as a current limiting device) limits the current entering into the ports. Only one of the four status is used to accept the intruder signal from the receiver.

The digital communicator circuit shown above consists of a logic IC (74F245N) as major element. The pins 2, 3, 4 and 5 (i.e. D0-D$) are connected to the data port of the Centronics interface. These are the pins through which data signal (e.g. reset signal) is transferred between the interface and the digital communicator. The output Q from the flip-flop is sent as an ENABLE signal to one of the status port of the RS-232 interface. This changes the condition of the status port at interface. 

The output from the interface is communicated out through the pin 18 to the receiver circuit. The output at pin 18 is a Reset Enabled signal sent to the flip-flop.

Driver software (Program)

The program contains in the driver is written in the Visual Basic source code. The functioning part of the codes is as follows:

Private Sub endit_Click()

Form1.Hide

End Sub

Private Sub Form_Load()

vbOut 888, 10

vbOut 890, 10

'vbOut 889, 0

g = vbInp(889)

End Sub

Private Sub interf_Click()

Load Form2

Form2.Caption = "RS-232 EXPLANATION"

Form2.Text1.Text = "Digital Communicator (RS-232 Interface)"

Form2.Text1.Text = Form2.Text1.Text & "             "

Form2.Show

End Sub

Private Sub prog_Click()

Load Form2

Form2.Caption = "VISUAL BASIC PROGRAMMING CONCEPT"

Form2.Show

End Sub

Private Sub reciever_Click()

Load Form2

Form2.Caption = "RECEIVER CIRCUIT IN THEORY"

Form2.Show

End Sub

Private Sub Timer1_Timer()

If vbInp(889) <> g Then

Form1.Visible = True

sound.FileName = App.Path & "\soundit.wav"

Label1.Visible = True

If vbInp(889) = 111 Then Label2(0).Visible = True

If vbInp(889) = 95 Then Label2(1).Visible = True

If vbInp(889) = 255 Then Label2(2).Visible = True

If vbInp(889) = 63 Then Label2(3).Visible = True

g = vbInp(889)

'MsgBox "You Have Reset the Intruder detector"

Else

Label1.Visible = False

Label2(0).Visible = False

Label2(1).Visible = False

Label2(3).Visible = False

Label2(2).Visible = False

End If

End Sub

Private Sub transmitter_Click()

Load Form2

Form2.Caption = "TRANSMITTER CIRCUIT IN THEORY"

Form2.Show

End Sub

The operation of the driver software can be explained as follows

First thing is to store the present condition of the status line on the parallel port immediately the program begins execution. Having knowing that, a time watcher is set to be checking the status line at 20 times (or more) per seconds. During the checking, the program compares the present value of the status line with the initial value (when loaded), if there is difference, an alert message “ An intruder is detected at …(time)”  is visible on the computer screen. Also, the multimedia also plays an alert sound (if the speaker is kept on).

The driver software is kept invisible while running on the computer. It remains in this state until an intruder passes between the transmitter and receiver. This leads to break in transmission between the transmitter and receiver. This LED goes off and the driver brings a visible Alert message on the screen with an audible sound coming from the multimedia speaker. The alert message and the sound remain until the request on the screen is answered. Immediately the request is answered, the driver resets the whole intruder circuits. That is, the LED lights, the alert message disappears and the sound stops.

INSTALLATION

Installing the Intruder detector circuits

The circuit boards may be enclosed in small cases mounted on the wall or resting on furniture. It is usually important for the cases to be inconspicuous. This is less important in protecting a doorway that can only be approached by the intruder from one direction. If the cases are placed on the far side of the doorway, the intruder will have broken the beam before having spotted the cases. It is often possible to hide cases partly behind window curtains. Another approach is to hide a circuit inside a cupboard, bookcase or other item of furniture, with a small hole cut in the door or paneling to allow the beam to pass. The circuit could even be disguised as books or other objects.

The receiver can be swamped by an excess of infra-red from other sources. Therefore ensure that there is no other strong source in the receiver’s field of view. If the system is to be used in daylight, check that direct sunlight can not fall on the receiver. 

At the extreme of the range (at the highest distance of coverage) the transmitter and receiver need careful optical alignment. It is better to mount the transmitter in its final position and to begin with the receiver closer than eventually intended without connecting it to the computer. The LED lights, but goes out when the beam is broken. Gradually move the transmitter away from the receiver, watching the LED (D4). The variable resistor VR1 can be adjusted if the light goes out. Also, the alignment of the diodes may need to be adjusted by bending their leads slightly. The PLL takes a few cycles to lock on to the pulse train, so all adjustments are made slowly.

Once the system is optically aligned, it should be assured that they are firmly  secured in position. Connect the digital communicator cable to the Printer port of the computer. Turn on the computer and insert the Intruder Installer CD into the CD-ROM drive. Follow the instruction on the screen to install the driver on the computer.

After the installation, click Start > Programs > Hardware Intruder Detector> Hardware Intruder Detector to run the driver.

It should be noted that the driver software is invisible on the computer while there is no intruder. Having followed strictly the above steps, the installation is completed. Should somebody pass by the protected area, the driver brings up an alarm message on the screen (with a sound message if the multimedia speaker is connected) and the LED goes off. The whole system remains like that until the computer operator answer to response on the screen.

Installing the Program

The program can be installed into the PC with the following minimum specifications;

233MHz processor speed

30Mbyte Free Hard disk space

FAT 32 Operating System (i.e. Windows 95, 98 and Windows Me).

A Multi-media system

The installation of the driver software will be done automatically into the Program File directory with the system files installed in the \Windows\system directory. The software that will automate this installation process is contained in the following codes:

[Bootstrap]

SetupTitle=Install

SetupText=Copying Files, please stand by.

CabFile=Intruder.CAB

Spawn=Setup1.exe

Uninstal=st6unst.exe

TmpDir=msftqws.pdw

Cabs=1

[Bootstrap Files]

File1=@VB6STKIT.DLL,$(WinSysPathSysFile),,,6/18/98 12:00:00 AM,102912,6.0.81.69

File2=@COMCAT.DLL,$(WinSysPathSysFile),$(DLLSelfRegister),,5/31/98 12:00:00 AM,22288,4.71.1460.1

File3=@STDOLE2.TLB,$(WinSysPathSysFile),$(TLBRegister),,8/31/99 3:55:18 PM,17920,2.40.4277.1

File4=@ASYCFILT.DLL,$(WinSysPathSysFile),,,8/31/99 3:55:18 PM,147728,2.40.4277.1

File5=@OLEPRO32.DLL,$(WinSysPathSysFile),$(DLLSelfRegister),,8/31/99 3:55:18 PM,164112,5.0.4277.1

File6=@OLEAUT32.DLL,$(WinSysPathSysFile),$(DLLSelfRegister),,8/31/99 3:55:18 PM,598288,2.40.4277.1

File7=@MSVBVM60.DLL,$(WinSysPathSysFile),$(DLLSelfRegister),,5/10/99 3:01:14 PM,1384448,6.0.84.95

[IconGroups]

Group0=Hardware Intruder Detector

PrivateGroup0=True

Parent0=$(Programs)

[Hardware Intruder Detector]

Icon1="Intruder.exe"

Title1=Hardware Intruder Detector

StartIn1=$(AppPath)

Icon2="Beyond.exe"

Title2=Beyond Intruder Project

StartIn2=$(AppPath)

[Setup]

Title=Hardware Intruder Detector

DefaultDir=$(ProgramFiles)\Project1

AppExe=Intruder.exe

AppToUninstall=Intruder.exe

[Setup1 Files]

File1=@soundit.wav,$(AppPath),,,5/11/98 8:01:00 PM,8562,0.0.0.0

File2=@MUSIC3.WAV,$(AppPath),,,8/8/04 11:36:38 PM,1323058,0.0.0.0

File3=@Beyond.exe,$(AppPath),,,8/12/04 11:00:58 AM,69632,1.0.0.0

File4=@msdxm.ocx,$(WinSysPath),$(DLLSelfRegister),$(Shared),12/13/03 7:13:42 AM,807184,6.1.5.217

File5=@Win95io.dll,$(WinSysPath),,$(Shared),7/31/97 4:55:00 PM,4096,1.1.0.2

File6=@Intruder.exe,$(AppPath),,,8/10/04 6:43:36 PM,69632,1.0.0.0

Cost Analysis

The cost of producing the Hardware Intruder detector from the design stage is analyzed below:

	S/n
	Components/Item
	Cost(per item)
	Quantity
	Total cost

(N)

	1
	Vero board
	150
	2
	300

	2
	IC (555)
	50
	1
	50

	3
	IC(7611 Op-amp)
	100
	1
	100

	4
	IC (4046 PLL)
	200
	1
	200

	5
	IC (74HC00 RS-flip-flop)
	200
	1
	200

	6
	IC (74F245N Logic IC)
	300
	1
	300

	7
	Resistors
	10
	23
	230

	8
	Variable Resistor
	60
	1
	60

	9
	Capacitor (100nF Polyester)
	20
	3
	60

	10
	Capacitor (electrolytic)
	150
	1
	150

	11
	Infra-red LED
	100
	1
	100

	12
	Infra-red photodiode
	200
	1
	200

	13
	PN-junction Diodes
	20
	10
	200

	14
	Transistors (BJT)
	70
	2
	140

	15
	Transistor (FET)
	80
	1
	80

	16
	Compiler Software (VB 6.0)
	9000
	1
	9000

	17
	CD Plates
	150
	2
	300

	18
	Interface and cable
	700
	1
	700

	19
	Transformers
	150
	2
	300

	20
	Others (transport, browsing etc)
	6000
	
	6000

	
	Total
	
	
	17520


Comparing the total cost of producing one copy of a Computer Hardware Intruder detector with the cost of a closely similar intruder detector, it was recorded that the market price of a burglar alarm intruder detector is N32,000.00 approximately. 

The reduction in the cost of producing a Computer Hardware intruder detector is due to the analysis made on the circuits of the existing devices. With this analysis, it was extracted that these circuits can be minimized to derive a better function at a cheaper rate.

Hence, the further reduction in the production price of this type intruder detector will be achieved if it were to be produced in the large quantity.

CHAPTER FIVE

RECOMMENDATIONS

With this project construction, the distance between the transmitter and the receiver is not too wide. Therefore, this device can only be used in a little wide area. In order to improve on this, the magnifying lens of the receiver should be replaced with a special plastic magnifying lens. These usually have a focal length of about 8cm for infra-red, so should be mounted 8cm in front of the receptive surface of the photodiode.

In order to avoid a false intruder, (like a crawling insect passing through the surface of the receiver lens). The transmitter and the receiver must be installed in a tidy place. Also, the lens of a wider diameter can be used about 3 to 5cm diameter.

Since this circuit interprets the broken of transmission to be an intruder. Also if an animal like a goat passes by, the something happens. In order to avoid this, the transmitter and receiver should be installed at distance (equal to the height of a newly walking child) to the floor level.

If the member of staff passes by the detector, this would also be translated as an intruder. To avoid this embarrassment, the driver software was design to reset the circuits. The member of staff having known where the computer is placed can reset the circuits without even seeing the intruder detector devices.

CONCLUSION

It was mentioned that the Driver software can only operate with an Operating System with maximum of FAT32 (windows95, 98). But not on NTFS due to the security of the system. That is, the WIN95IO.DLL is not compatible with New Technology File System. 

For this driver to be working with NTFS, a compatible .DLL file should used. Further research on this project can result in the discovery of another means of writing the driver software for the Intruder detector. Hence, the driver could be used on the higher OS like WIN 2000,WIN XP.

The distance between the transmitter and the receiver is not enough to capture a wide environment. More research on the alternative components in designing the receiver circuit could yield a better result. Therefore, its application would be expanded more those explained in this project.

In conclusion, my aim of embarking on this kind of project work was to combine my experience in different fields i.e. Software and Electronic design which leads to a greater innovation.
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